
CS4235 Exam 2 (Spring 2010) 
 

0. Full Name + GT Login Name: 
 

1. Why do some consider wireless networks to be 
inherently less secure than wired networks? 

Correct answers should mention the increased ease of 
interception or disruption 

2. Internet routing provides for automatic fail-over to 
alternate paths in case of network problems.  Is this a 
bad thing, a neutral thing, or a good thing from a 
security perspective?  Explain. 

It’s a good thing since it means an attacker can’t 
(permanently) block a connection by overwhelming one 
vulnerable network component used along the path.  This 
increases availability and is obviously a security benefit. 
 
It’s fine (but not required) to mention that there are new 
security problems that arise from not knowing the path that a 
packet will take, or that increased network fail-over allows 
DDOSes to have more success, but this is secondary to the 
good effects (at least 3 points off if not “good”) 
 

3. In the redteaming assignment, you used nmap to scan 
a network.  nmap can scan a host on multiple “ports” 
to see what services are running.  Why might one chose 
to scan only certain ports on a host instead of all 
ports? 

Correct answers should mention that it’s either less likely the 
scan will be detected or that it takes less time (or something 
else along those lines) 
 
 
 
 
 



4. A server "S” runs a network service on port 31337.  A 
software vulnerability has been discovered in the 
network service, but the service is critical to business 
operations and cannot be replaced for several months.  
What network defense might be employed to help 
protect “S” from being compromised? 

 
Correct answers should mention “firewall” or “IPS.”  “IDS” by 
itself is not acceptable since it doesn’t prevent compromises. 
 
 
 
 
 

5. In the context of network intrusion detection systems, 
describe the costs associated with false positives and 
false negatives (in that order). 
 

False positives mean wasted time/resources for sec. admins 
False negatives mean uncaught infections 
It’s fine if fp and fn are reversed (attacker perspective) as 
long as the answer makes sense 
 
 
 
 
 

6. In the Sender Policy Framework, mail servers can 
verify whether a “From” address is legitimate for a 
received email.  Why hasn’t this solved the spam 
problem? 

 
Spam can come “from” an address and corresponding server 
that properly support SPF, but the content itself could be 
spam 
 



7. In the Bell-Lapadula Model are the security levels for 
documents or people?  Why does it matter? A security 
level can represent either a subject or an object and 
therefore can be either a person or a document.  The 
"why" part of the question can have many different 
answers.  I am looking for some indication of the 
model to get credit for this part. For example,  if 
only documents were represented there would be no 
way to represent "a reads b" 

 
8. Why isn't every MAC system a lattice?  Give an 

example of one that is not.  Categories are just 
arbitrary tags, so there is no guarantee that any two 
levels are comparable.  Many different counter 
examples.  The easiest is {a,.b,c} where a, b, and c are 
mutually incomparable 

9. Give an example of a violation of  (1) the *-property 
and (2) the simple security property.   Many examples 

possible.  Simplest is from the notes:  a≤b and c≤a.  

If a reads b and a writes c then both the * property and 

ssp are violated.  If anyone gives a more complicated 

example, give extra credit 
10. Give an two examples of covert channels. To get full 

credit they should say what kind of channel it is and 
give a sentence or two to describe it.  For example:  
"Timing Channel -- a high process reads bit i of a 
protected file and if it is 1 at time t=i, position disk 
head at some designated spot.  A low process can 
detect the position of the head at time t=i."  The 



channels we talked about in class are storage, timing, 
sequential process id's, shared file locks, file access 
times, applications, irc signalling.   

11. In what way do supervisors violate the principle of 
least privilege? Supervisors are allowed to execute 
privileged instructions even though they may not need 
to. 

12. Does a TPM prevent rootkits?  To get full credit the 
answer should be "no" and they should give a sentence 
or two about why.  "For example, the rootkit may not 
involve any of the registers that are stored and 
checked during system boot" 


