
Red Teaming Assignment

CS 4235 Spring 2010
The red teaming assignment is to be completed in groups as assigned by the instructor.

The assignment is due on Tuesday, March 30, 2010 at 4:35 PM. The assignment will be
accepted through Friday, April 2, 2010 at 4:35 PM with a late penalty of 5% per day, with
fractional-day penalties rounded to the nearest hour. One group member should upload
the team’s submission to T-Square, while others should submit their group and submission
identification information inline.

The purpose of this assignment is to gain first-hand experience with profiling security in a
network environment. A small computer network has been set up hosting a variety of different
hosts and applications. The network is a private network and can be reached by connecting to
a bastion host (or proxy). The name of the proxy is bastion.gtisc.gatech.edu. Each group
will use a shared login to access the bastion host via ssh.

The result of this project will be a report that documents the network as inferred by exper-
iments run by each group. The report should include:

• A diagram of the network, including all known hosts and all network topology. This
document should include information about the bastion host itself (where the bastion
host is in the Georgia Tech network) and the hosts inside the private network.

• A profile of each host on the network, including information about the OS (and possibly
the architecture and hardware setup) and what network services are enabled, and what
the machine’s firewall profile is.

• A detailed description of each network service / application observed on each host, includ-
ing version information and catalog of all known vulnerabilities or other security issues
with the services in question. Groups should, when possible, interact with the network
service at an application level and document any application-layer vulnerabilities as well.
For example, if a host is running a web server, you should view the website and look for
any problems.

Please don’t do anything destructive such as DoS attacks. If you accidentally crash one of
the machines in your testing, please email us as soon as possible. You are welcome to try to
compromise the machines on the private network from the bastion host, but please don’t try
to compromise or portscan the bastion host itself or any other GT servers (it will cause a lot
of security alerts and it will get you in trouble with OIT).

Administrivia: Please try to solve group problems privately, but if necessary email the
course staff promptly to document issues. Each group member will receive the same grade
on the assignment unless there is a lot of documentation (in the form of emailing Ikpeme) to
indicate that a group member was seriously deficient. You should plan to confirm your ability
to log into the bastion host as soon as possible so that issues can be resolved quickly. Good
luck and have fun!


