
CS4235 Spring 2010 Exam 1 
 
Your GT Login Name: 
 
0.  List the theme/subject (10 words or less) and one 
moral/lesson (10 words or less) from your group's project 1 
presentation and one from one other group. 
 
 
 
 
 
1. Explain the difference between chosen plaintext and known 
plaintext attacks and how they might be used to recover 
encryption keys. 
 
 
Chosen plaintext:Adversary chooses a message, convinces a third 
party to use the message and infers the key 
Known plaintext:  Adversary uses knowledge of plaintext message 
to infer key by keeping a table of many messages.  When a new 
message arrives he looks the ciphertext up in the table to see if 
it is the encryption of a known message 
 
 
 
 
2. Alice has a document M that she wants to transmit to Bob.  
Bob wants to know that Alice agrees with the document and 
cannot disavow her approval later on.  Alice wants a guarantee 
that Bob or any other third party cannot change M once she has 
agreed to its contents.  Alice and Bob have both agreed to use 
RSA encryption.  Alice's public key is PA and her secret key is 



SA.  Bob's public key is PB and his secret key is SB.  Design an 
algorithm using RSA that Alice and Bob can use to complete their 
task, and explain why you think it is secure. 
 
This is a digital signature:  E(SA,M) = D = signed message.  Bob 
verifies by computing E(PA, D) = M 
No one can pass pretend to be Alice because only she knows SA.  
Alice cannot repudiate because only she could have signed. 
 
 
 
 
 
 
 
 
 
 
 
 
3. Charlie intercepts a ciphertext message C that Alice has sent 
to Bob but decides to not to forward it to Bob.  After a few days 
Charlie resends exactly the same  message C to Bob.  (a) Describe 
how Charlie might accomplish this. (b) Why would Charlie do that? 
Is this a security breach?  If so, explain how it might be 
countered.  If not, explain why. 
 
 
This is a man-in-the-middle attack.  Charlies denies Bob the 
timely  receipt of Alice's message but can  replay it any, passing 
himself off as Alice.  Interception can be accomplished by 
physical access to the communications channel or a variety of 
other means. 



 
 
 
4.  Explain the difference between secrecy, integrity and 
authentication in the context of cryptography 
 
Secrecy = keeping knowledge of M from a third party 
Integrity = making sure there have been no unauthorized changes  
Authentication = making sure that the intended sender/receiver 
are the actual sender/receiver 
 
 
 
 
5.  Give a secure algorithm for distributing DES keys. 
 
Merkle-Hellman knapsack trapdoor.  Other answers e.g. thrusted 
third party are also acceptable if the answer describes  a secure 
way of establishing the session. 
 
 
 
 
6.  Which of the following is most closely associated with 
improper bounds checking on a loop?  Serialization error, buffer 
overflow, domain error 
 
Buffer overflow.  Graded all or nothing. 
 
7.  Consider a piece of malware that spreads from infected web 
servers to vulnerable web browsers, and subsequently from 
infected browsers to more vulnerable web servers, which is the 
only means of transmission.  The origin was a maliciously-altered 



web server, which was first visited by an unsuspecting web surfer 
who WILLINGLY visited the site and in turn infected many web 
servers.  Does this scenario indicate the presence of a Trojan 
horse?  Explain. 
 
This is not a Trojan horse.  A Trojan horse scenario involves a 
user executing a malicious program (sometimes willingly, other 
times inadvertently).  This scenario has an already-running 
program being compromised.  Partial credit as appropriate.  
UPDATE:  The definition from the textbook for a Trojan Horse 
focuses on a seemingly benign executable having malicious 
functionality, which fits the scenario I listed. The distinction I 
was trying to get at in my formulation of problem 7 was that the 
infection did not stem from the user being invited to run 
malicious code, but rather that an existing program was exploited 
to cause infection. I also envisioned that the attack happened 
through interaction with the web server, as opposed to being via 
the delivery of a file (which can also constitute a Trojan when 
someone attempts to open a data file that is crafted to exploit a 
vulnerability in the application opening it). This line can get kind 
of blurry when it comes to the web, since your browser runs code 
from webservers (javascript, flash) and gets data files (jpegs, 
html) all the time, so you could look at a malicious flash 
application or malicious jpeg as a Trojan horse. I apologize again 
for the trouble; I have read the book but I should have looked 
again before writing my question, because these definitions can 
be really tricky (so tricky in fact that I managed to screw it up). 
 
 
 
 
8.  Describe a scenario that makes use of a temporal (time-based) 
covert channel. 



 
Lots of correct answers, but one example is one in which 
messages are delayed or delivered on time to convey 0 or 1.  
Partial credit as appropriate. 
 
 
 
9.  Does the requirement to provide a username and password in 
order to log into an operating system constitute discretionary or 
mandatory access control? 
 
Mandatory access control.  Graded all or nothing. 
 
 
10.  Devon attempted to edit the file project2.txt but got a 
"permission denied" email.  Name the Subjects, Objects and 
Policies alluded to in this scenario. 
 
Devon is the subject, project2.txt is the object, and (at a 
minimum) a policy of restricted write/edit access exists and has 
been enacted for Devon on the project2.txt object.  Partial 
credit as appropriate. 
 
 
11.  Mr. Sulu attempted to initiate a self-destruct sequence (a 
command on a computer system), but the computer responded 
"Sorry Mr. Sulu, only the captain may initiate the self-destruct 
sequence."  Does this indicate a failure of authorization or 
authentication?  Explain. 
 
Failure of authorization; there was no question of the identity of 
the requestor.  Instead, the authenticated requestor was not 
authorized.  Graded all or nothing. 



 
 
 
12.  A secure computing system requires users to re-authenticate 
every 10 minutes by providing their password.  Does this 
constitute multi-factor authentication?  Explain. 
 
No, only one factor is used (the password) although it is used 
multiple times.  Graded all or nothing. 


