
Midterm Examination 1 CS 4235 Summer 2008
A birthday gift To: Michael Hunter (mhunter7)

From (Your name (GT Account Name)):

(1) Read the following and answer the questions, showing work as appropriate. Don’t worry
about doing any arithmetic, just write out the numbers

The CEO of your employer, Spacely Space Sprockets (SSS), recently read an article in Phear
Magazine describing the risks of inadequate computer security. She is suddenly very concerned
about computer security and wants to reevaluate the company’s network Intrusion Prevention
System (IPS). The current system has a false-positive rate of 20 incidents per month and a
known false-negative rate of 1 incident every 6 months. It takes the Operations Warehouse
/ Network Normalization and Neutralization Department (OWN3D) .25 hours to resolve any
false-positive. False-negatives (and subsequent infections) usually take OWN3D 4 hours to
clean up. In the special case of an infection on a computer in the ZOology and Medical Group
(ZOMG), it takes OWN3D 10 hours to do a cleanup. ZOMG has .5% of the computers in SSS.

(5 points) Write an expression for the total number of hours spent by OWN3D on false-positive
and infection (false-negative) resolution in a year.

.995*(20*12*.25
+
2*4) +
.005*(20*12*.25
+ 2*10)
= 68.06

In addition to time spent by OWN3D, Public Relations (PR) has to be called in for 4 hours to
deal with an infection on a ZOMG computer. PR’s time is worth 5 times as much as OWN3D’s
time. The current IPS has an option where sensitivity can be increased for a specific group of
computers. Enabling this option causes 5 times as many false-positives but reduces the number
of false-negatives by half.

(5 points) Write an expression for the amount of time per year that OWN3D would spend with
the sensitivity option enabled on the ZOMG network.

.005*(5*20*12*.25
+
.5*2*10)
= 1.55

(5 points) Write two expressions, one for the amount of time per year PR would spend with
the sensitivity option enabled on the ZOMG network and one without.



.5 *
2*4*.005,
2*4*.005

(5 points) Write an inequality that describes whether it’s worth it for SSS to enable the sensi-
tivity option (the worth of the extra time spent by OWN3D compared to the worth of the time
saved by PR).

5 *
.005 * (
(5*20*12*.25
+
.5*2*10)
-
(20*12*.25
+ 2*10)
) ¿ .005*
(2*4) -
(.5*2*4)

(2) Read the following article from the Oakland Tribune and answer the questions that follow

A noncampus computer and server that were hooked to the campus network without proper
security precautions have been linked to a University of California, Berkeley hacker attack that
may have exposed the personal information of more than a half-million California residents,
university officials said. The Social Security numbers and other personal information of about
600,000 participants in a state in-home health care program were potentially compromised in
the attack. State officials said records on as many as 1.4 million Californians were contained
in the computer that was breached, but a university spokesman said Thursday that many of
those records were duplicates.

Federal and state authorities investigating the incident aren’t sure if the hacker accessed the
personal data and have seen no evidence of identity theft. Still, those whose information may
have been compromised are urged to keep a close eye on their credit reports and can receive
more information by visiting http://www.cdss.ca.gov/ihss/ or calling (866) 404-9214. “We
really regret that it happened,” said UC Berkeley Associate Vice Chancellor of Public Affairs
George Strait. “We wish that computer security could be 100 percent, but in this day and
age, it can’t be.” The computer contained names, addresses, telephone numbers, dates of birth
and Social Security numbers for those who receive and provide services through the In Home
Supportive Services program, which provides care for elderly and disabled people. A visiting
scholar at UC Berkeley’s Institute of Industrial Relations had been cleared for access to the
information as part of her research on provider wages and turnover rates in the program.

The data was saved on the researcher’s computer, which was attached to the university’s network
without proper protections against intrusion. Strait said officials are still trying to determine
exactly how the hacker accessed the data.

Carlos Ramos, assistant secretary of the California Health and Human Services Agency, said
the hacker gained access to the information through a vulnerability in a commercially available
computer software program. Ramos declined to name the program. The scholar, Candace
Howes, an associate professor of economics at Connecticut College, could not be reached for
comment Thursday. “It’s difficult for her because she’s new, and she’s just getting started with
her research ...,” Strait said. “We don’t want to point the finger at her.” Strait said the campus
is redoubling computer security efforts at the university, including beefing up routine checks
for system vulnerabilities. The campus has also been compiling a list of campus databases
containing sensitive information “so that we can pay special attention to those,” Strait said.
UC Berkeley is working to ensure that all campus departments are in compliance with security



standards that include installing patches to block computer viruses and other problems. Cam-
pus technology experts first became aware of the breach, the largest in the campus’s history,
Aug. 30. The California Department of Social Services, the California Highway Patrol and the
FBI are investigating the incident and have not named any suspects or made any arrests in the
case. State officials are also increasing their efforts to secure confidential information, including
revisiting other researchers who have access to confidential data to ensure they are following
proper protocols, Ramos said. Officials have also been looking into new ways of handling con-
fidential data, which could include encrypting or otherwise disguising personal information, he
said. Ramos said the department shares information with authorized researchers because the
work helps improve state services. “This is the first time we’ve had a breach of this kind on
any of the data shared with researchers,” Ramos said. “This is the first time this situation has
even presented itself.”

(5 points) What assets were threatened during this incident? To whom did those assets belong?
Name at least one asset besides the obvious one. SS info

of cit-
izens,
also IT
assets of
UCB

(5 points) Based on the text of the article, speculate as to the hacker’s likely motivation for
attacking the system. Glory?

NOT
financial
since no
evidence
of it
being
used

(5 points) What effect did this attack have on the confidentiality of Social Security numbers?
conf.
breached

(5 points) What effect did this attack have on the integrity of Social Security numbers? NONE

(10 points) (True story!) The researcher asked a network administrator if it was ok for her



to plug the computer into the network so she could use email and web connectivity. She was
told no. She then went and asked a different network administrator who was unfamiliar with
the nature of the data on her computer and got a different answer. Characterize this policy
situation in terms of vulnerabilities and realistic threats, and propose a new mitigating policy
control. Vulnerable

to ran-
dom
sys-
admin
deci-
sions
leading
to vul-
nerable
ma-
chines
online,
new
policy
of more
over-
sight

(3) DDaybot is a new piece of malware authored in remembrance of D-Day. DDaybot is designed
to target the website youtube.com by exploiting a new vulnerability recently discovered in
flash. (youtube is a website where people upload their videos and make use of the flash

plugin to watch videos). DDaybot works as follows: Any time a person views an infected
youtube video, their web browser is altered so that any time the newly-infected user uploads
content to youtube, the new content is infected. Infected videos all carry the message “Valor,
fidelity, sacrifice.”

(5 points) Based on the text above, what effect does DDaybot have on the availability of
youtube to users? NONE

(5 points) Is DDaybot a virus, worm, or Trojan Horse? Explain. Virus:
Not
worm
b/c no
auto
trans-
mission,
not tro-
jan b/c
runs au-
tomati-
cally

(5 points) Further analysis of DDaybot reveals that it searches computers for usernames and
passwords and embeds them in uploaded videos by adding imperceptible amounts of hiss to the
soundtrack. Does this behavior constitute a trap door, a covert channel, a logic bomb, an
information leak, a back door or some combination? Explain. (Next page has additional
space)

Covert
Channel
and info
leak



(5 points) DDaybot is designed so that each infection produces unique changes to the files
associated with the user’s web browser. Why would the designer of DDaybot do this? polymorphism

(4) (15 points) A company is authoring a web application (program) called nomnom. nomnom asks
the user for a food preference, a zip code, and a dollar amount and lists nearby restaurants. The
programmers made several mistakes in implementing nomnom: They forgot to properly check
whether the zip code is a 5 digit number, whether the dollar amount is negative, and they
whether the length of the food preference string exceeds the pre-set internal allocation. Char-
acterize and explain each flaw as one or more of the following: validation error, domain

error, serialization error, identification error, authentication error, boundary

condition error, logic error, buffer overflow. validation,
logic or
vali-
dation
error,
buffer
overflow


